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End-to-End 
Testing of IP 
QoS Mechanisms

A t this point in technology’s evolution, the
simplicity, elegance, extensibility, and
broad compatibility of the Internet pro-
tocol suite has made it the automatic
choice for most forms of communication.

From Web browsing to enterprise computing, from
electronic mail to next-generation wireless tele-
phony, the common denominator is “everything
over IP.” 

All is not necessarily well in IP land, however.
Despite IP-based communications’ huge potential,
the mass deployment of converged networks carry-
ing data, voice, and video has progressed neither as
smoothly nor as quickly as projected. Performance
optimization for these complex distributed systems
is far from straightforward. From the digital signal
processing techniques used in media compression to
the management, integration, and policy enforcement
technologies for the overall network, end-to-end net-
work performance depends on many critical factors. 

In particular, as the IP phenomenon has
expanded, a new breed of traffic has emerged that
challenges some fundamental assumptions about
IP-design philosophy. These real-time multimedia
streams not only demand higher bandwidth but also
have peculiar timing requirements such as lower
delay tolerance and higher end-to-end delivery guar-
antees than other data.

In contrast, IP’s developers based its original
design on best-effort packet forwarding, an
approach that doesn’t distinguish explicitly between

the needs of particular streams. So far, the balanced
overhead of computations involved in routing
lookup and packet forwarding has achieved an
acceptable level of performance for most network
applications. Thus, the introduction of effective per-
stream or per-packet considerations into this
process must not incur a corresponding increase in
computational overhead.

THE QOS SPECTRUM
The attempts at resolution of this apparent

dichotomy consist of a collection of technologies
and philosophies known as quality of service. In an
IP network, QoS defines the ability to compensate
for traffic characteristics without compromising
average throughput. QoS thus lets network ele-
ments discriminate between particular traffic
streams and then treat those streams in a particular
manner, subject to broad constraints on forward-
ing performance. 

QoS requires the cooperation of all logical layers
in the IP network—from application to physical
media—and of all network elements, from end to
end. Clearly, optimizing QoS performance for all
traffic types on an IP network presents a daunting
challenge.

To partially address this challenge, several
Internet Engineering Task Force groups have been
working on standardized approaches for IP-based
QoS technologies. The IETF’s approaches fall into
four categories: 

Voice quality provides a valid metric for testing the relative effectiveness
of quality-of-service mechanisms in preserving the end-to-end subjective
quality of voice streams in the presence of multiservice traffic and IP
network congestion.
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• prioritization using differentiated services,1

• reservation using integrated services,2

• label switching using multiprotocol label
switching,3 and

• bandwidth management using the subnet
bandwidth manager.4

Differentiated services classifies per-hop behav-
iors on the basis of a Diffserv code point5 attached
to the type of service byte in each packet’s IP header.
This DSCP approach represents a form of soft QoS
that rather coarsely classifies services through packet
marking. Depending on the actual queuing and for-
warding implementation, the expedited forwarding
(EF) class, typically DSCP value 46, minimizes delay
and jitter and provides the highest level of aggregate
QoS. The transport effectiveness of EF-marked pack-
ets depends heavily on the per-hop implementation.
The system administrator can use another differen-
tiated services class, assured forwarding (AF), to
assign a preset drop precedence to different traffic.

Integrated services emulates the resource alloca-
tion concept of circuit switching to apportion
resources according to requests each host makes.
The initiating host sends the upper-bound specifi-
cation of bandwidth, delay, and jitter, and inter-
vening nodes forward that request until it reaches
the receiving host.

Integrated services define two kinds of reserva-
tion. A guaranteed reservation prescribes firm
bounds on delay and jitter, determined from the net-
work path, and allocates bandwidth as requested
by the initiating host. Controlled-load reservations
depend on the network’s congestion state, thus they
work only slightly better than best-effort service.

Label switching is a traffic engineering approach
in which a router determines the next hop in a
packet’s path without looking at the packet header
or referring to routing lookup tables. The IETF’s
multiprotocol label switching architecture assigns
short, fixed-length labels to packets as they enter
the network.3 The network uses these labels 
to make forwarding decisions, usually without
recourse to the original packet headers. 

Bandwidth management provides the QoS stan-
dard for layer 2 technologies such as Ethernet and
token rings. The subnet bandwidth manager sig-
naling protocol allows communication and coor-
dination between network nodes and switches in
the SBM framework and enables mapping to
higher-layer QoS protocols.

The “Quality-of-Service Strategies” sidebar lists
a selection of IP-based QoS mechanisms that per-
tain primarily to the differentiated services and inte-
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Quality-of-Service Strategies 

The following IP-based QoS mechanisms pertain primarily to the
differentiated services and integrated services categories. Under the
proper circumstances, these mechanisms, which are widely available
in conventional packet forwarding systems, can differentiate and
appropriately handle isochronous traffic.

Queuing 

• First-In, First-Out. FIFO, also known as the best-effort service
class, simply forwards packets in the order of their arrival.

• Priority Queuing. PQ allows prioritization on some defined cri-
teria, called policy. Four queues—high, medium, normal, and
low—are filled with arriving packets according to the policies
defined. DSCP packet marking can be used to prioritize such traf-
fic.

• Custom Queuing. CQ allows allocating a specific amount of a
queue to each class while leaving the rest of the queue to be filled
in round-robin fashion. It essentially facilitates prioritizing mul-
tiple classes in queuing.

• Weighted Fair Queuing. WFQ schedules interactive traffic to the
front of the queue to reduce response time, then fairly shares the
remaining bandwidth among high-bandwidth flows.

• Class-Based Weighted Fair Queuing. CBWFQ combines custom
queuing and weighted fair queuing. This strategy gives higher
weight to higher-priority traffic, defined in classes using WFQ
processing.

• Low-Latency Queuing. LLQ brings strict priority queuing to
CBWFQ. It gives delay-sensitive data—such as voice—preferen-
tial treatment over other traffic. This mechanism forwards delay-
sensitive packets ahead of packets in other queues.

Reservation, allocation, and policing

• Resource Reservation Protocol. RSVP, a signaling protocol, pro-
vides reservation setup and control to enable the resource reser-
vation that integrated services prescribe. Hosts and routers use
RSVP to deliver QoS requests to routers along data stream paths
and to maintain router and host state to provide the requested
service—usually bandwidth and latency.

• Real-Time Protocol. RTP offers another way to prioritize voice
traffic. Voice packets usually rely on the user datagram protocol
with RTP headers. RTP treats a range of UDP ports with strict
priority.

• Committed Access Rate. CAR, a traffic-policing mechanism, allo-
cates bandwidth commitments and limitations to traffic sources
and destinations while specifying policies for handling traffic that
exceeds the bandwidth allocation. Either the network’s ingress or
egress can use CAR policies, while access ports, IP addresses, or
application flows can apply CAR thresholds.
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grated services categories. The sidebar separates
these QoS mechanisms into either queuing strate-
gies or reservation, allocation, and policing tech-
niques. Under the proper circumstances, these
mechanisms, which are widely available in con-
ventional packet-forwarding systems—IP routers—
can differentiate and appropriately handle time-
sensitive isochronous traffic. 

We tested the relative effectiveness of these mech-
anisms in preserving the end-to-end subjective qual-
ity of voice streams in the presence of multiservice
traffic and network congestion. We chose this met-
ric for evaluating these QoS mechanisms because
the telecommunications industry has generated a
wealth of techniques for testing voice quality that
have a long history of producing reliable results. 

Our testing revealed that QoS mechanisms that
approximate per-stream assurances through classi-
fication and careful forwarding techniques tend to
perform better than mechanisms that simply reserve
bandwidth, ensure low latency for forwarding with-
out classification, or prioritize based on generic traf-
fic classifications. Although this isn’t a particularly
surprising result, it is useful to compare the tech-
nologies and examine some of the ancillary factors
that weighed heavily on our testing. 

END-TO-END QOS EVALUATION 
The four most important network parameters for

the effective transport of multiservice traffic are 

• bandwidth,
• delay, 
• jitter, and 
• packet loss. 

Measuring and validating these parameters is dif-
ficult, particularly in the context of a highly sub-
jective and variable phenomenon such as voice
quality. 

In many cases, the network designers who guide
the technical implementations of voice-over-IP
(VoIP) technology have little experience in subjec-
tive testing methodologies and the nuances of test-
ing voice quality. Thus, these designers may
optimize VoIP networks according to ineffective
parameters or they may overengineer the imple-
mentations in an attempt to ensure sufficient
resources for multiservice, real-time traffic.

Unfortunately, many of the popular remedies for
packet-based network issues simply are not directly
applicable to voice-grade transport. These issues
may require a more abstract or indirect form of
optimization because of the complex interrelation-
ships between network configuration, packet-for-
warding technologies, and effective end-to-end
results.

One potential approach indirectly optimizes net-
work configurations by testing the effectiveness of
QoS technologies in transporting several kinds of
real-time traffic. Using voice quality as a perfor-
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mance metric for network configurations provides
appropriate mechanisms for obtaining and corre-
lating both subjective and objective data. 

The correlation between subjective results and
objective measurements can yield significant insights
into network performance. We can collect these sub-
jective rankings and objective measurements, cate-
gorize them by the network configuration under
which they were collected, sort them according to
the user who produced the data, and store them for
later use in comparing the relative overall perfor-
mance of the various network parameters. 

For this approach to be effective, the test admin-
istrator must be able to access, modify, and com-
pare the effect of specific network parameters on
end-to-end subjective voice quality for a large user
population. 

PROGRAMMABLE NETWORK TESTBED
To isolate specific variables, designers and admin-

istrators of subjectively oriented tests must be able to
completely control the test environment. For VoIP
testing, this level of control requires the ability to
invoke particular network configurations across a
wide variety of heterogeneous network elements. 

All aspects of network configuration play essen-
tial roles in such an environment, including periodic
variations in network parameters, call generation,
and data collection, as well as a capacity for
remotely administrating the test environment. A
programmable network testbed can provide a plat-
form for deploying various network scenarios and
testing them under controlled conditions. 

Network configuration control is particularly
troublesome in the case of per-hop behaviors,
which are critical for effective VoIP testing.
Enabling per-hop behaviors often requires a series
of low-level configurations on IP routers and other
network elements. 

In addition to being a fairly complex working
environment, an IP network is extremely vulnera-
ble to slight misconfigurations, which could cause
serious outages or performance degradation.
Unfortunately, in most cases, these configuration
parameters are the source of trouble in the end-to-
end QoS of converged networks. As a result, a pro-
grammable network testbed that automates all
activities involved in network configuration is cru-
cial for the effective collection of subjective data
from users and objective data from measurement
equipment.

Figure 1 shows the programmable network test-
bed we used to collect voice quality measurements
for the IP-based QoS mechanisms described in the

“Quality-of-Service Strategies” sidebar. The
test network consists of several pieces of state-
of-the-art networking equipment, including
Cisco 7200VXR routers at the core and Cisco
3640 VoIP gateways at the edges. These gate-
ways use the H.323 protocol for voice-call sig-
naling. For encoding and decoding real-time
video traffic, the testbed used VBrick MPEG-
1 codecs.

This architecture separates the control sub-
net from other network connections, a con-
figuration that lets the control traffic
dynamically reconfigure the network to iso-
late it from the primary network connection
that carries bearer traffic—voice, video, and
IP signaling. For our study, we connected the core
routers via a T1 trunk with frame relay encapsula-
tion. At the edge of the network, each of the Cisco
3640 VoIP gateways has a port directly connected
to a telephone handset or modem. 

To evaluate congestion—a common and signifi-
cant problem in IP networks—we used a config-
urable tool to generate noise that congests the T1
trunk. All voice, video, IP signaling, and noise traf-
fic passes through the same T1 link. Using QoS
mechanisms implemented in the core routers, the
network prioritizes traffic or reserves resources
even though the link may be completely congested.
The system’s software architecture consists of six
main functional components. Each component acts
as a proxy agent that uses a dynamic Web interface
integrated into the system.6

RANKING QOS MECHANISMS
We collected two sets of results from our net-

work testbed environment. The first set excludes
video bearer traffic, limiting the traffic streams for
this case to noise, voice, and signaling. The second
set includes multiservice bearer traffic: noise, voice,
signaling, and video. In both cases, we configured
the system to collect objective measurements such
as various types of packet loss as well as subjective
measurements from test participants regarding
transported voice quality.

To determine the effectiveness of various QoS
techniques, we compared the tabulated subjective
scores for the two sets of results. To achieve a rel-
ative ranking between specific network QoS mech-
anisms using subjective voice quality as a rough
guide, we used a pseudomean opinion score
(pMOS), which slightly redefines some components
of the usual mean opinion score approach. 

Table 1 sorts the relative subjective ranking of
QoS mechanisms without video bearer traffic on
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two keys: the pMOS score and the percentage of
missed calls for which signaling messages didn’t
arrive at the destination gateway for the corre-
sponding network scenario. As a result, the desti-
nation handset didn’t ring, and the call did not
complete. 

The results shown in Table 1 indicate that with-
out explicit compensation for signaling packet
transport, the particular QoS technology cannot
ensure the reliable delivery of call-signaling mes-
sages, thus it performs poorly in the pMOS scores.
This is a major difference between conventional
telecommunications networks and IP networks.7

Generally speaking, telecommunications networks
physically segregate signaling traffic on carefully cal-
ibrated, highly redundant networks. In contrast, IP
networks commingle bearer and signaling traffic on
a single channel. Although it does not explicitly
address QoS issues, the stream control transmission
protocol8 attempts to ensure reliable signaling trans-
port in IP networks, and it may be effective in
addressing some VoIP signaling transport issues.

Our data indicates that QoS mechanisms
employing weighted fair queuing are preferable to
other mechanisms, including reservation mecha-
nisms, bandwidth-only methods, and generic port-
based methods.

A comparison of the tabulated subjective pMOS

scores for the results that include video and those
that do not reveals the effectiveness of particular
QoS techniques in a congested network. Because
different techniques incorporate different policies
for routing and packet forwarding, the end-to-end
nature of the pMOS scores tends to magnify the
factors that most effectively preserve high-quality
voice transport. To validate our results, we calcu-
lated the 95 percent confidence intervals for pMOS
scores over the entire test-taker population. 

In addition to observing general subjective ten-
dencies, we can divide the QoS technologies into
two categories according to the success and failure
of voice signaling. 

Unsuccessful voice transport
Voice packet transmission failure occurred when

the H.245 call-signaling control could not estab-
lish a logical channel for some QoS mechanisms.7

Although we could not collect the packet loss data
for voice traffic for this group, Table 2 shows the
average video packet drop rate in the presence of
voice and noise packets. The sample size for this
data was smaller than for Table 1, which included
a significantly larger number of users. 

We didn’t explicitly collect subjective data for
video quality, which can be extremely difficult, but
our personal opinions tend to align with the packet
drop numbers. Thus, Table 2 sorts the QoS mech-
anisms in best-quality-video order. These QoS tech-
nologies exhibited voice call signaling failure in the
presence of video.

Because of the voice signaling failure in these sce-
narios, the video packets were treated with either
highest-priority or best-effort service. For example,
using RSVP alone reserved significant bandwidth
for voice, but it did not make a reservation for video
packets. As a result, the video was treated as noise,
resulting in a higher average packet drop rate.
Assuming the availability of a reasonable estimate
for the relative quantities of voice and video traffic,

Table 1. Relative ranking of QoS mechanisms with no video traffic.

pMOS Percentage of
QoS mechanism 95 percent confidence missed calls 

Class-based weighted fair queuing with expedited forwarding 4.4 ± 0.22 0  
Real-time protocol priority with weighted fair queuing  3.9 ± 0.27 0   
Weighted fair queuing 3.6 ± 0.27 0    
Class-based weighted fair queuing with low-latency queuing 
and expedited forwarding  2.3 ± 0.27 0    
Resource reservation protocol with real-time protocol priority 1.5 ± 0.28 15.4  
Resource reservation protocol only 1.4 ± 0.28 7.7  
Real-time protocol priority 1.4 ± 0.28 19.2  
Committed access rate with expedited forwarding 1.4 ± 0.31 0  
Custom queuing with expedited forwarding 1.2 ± 0.19 7.7  
Priority queuing with expedited forwarding 1.2 ± 0.19 19.2  
Best effort 1.1 ± 0.14 26.9  

Table 2. Objective performance of QoS technologies in the presence of 
multiservice bearer traffic. 

Video packet drop 
QoS mechanism rate (percent)

Priority queuing with expedited forwarding  0.36  
Custom queuing with expedited forwarding 16.26  
Resource reservation protocol only 56.15  
Best effort only 72.95  
Resource reservation protocol with priority 73.29  



network engineering could easily deal with this
problem through a combination of call admission
control and bandwidth allocation.

These configurations could also be made time-
dependent, but any modifications must then
acknowledge that the system is not forwarding
voice-signaling packets properly, which obfuscates
the situation somewhat. For example, the RTP pri-
ority mechanism treated voice packets as the only
ones having forwarding priority, which meant that
the network transported video packets with best-
effort forwarding. Thus, the drop rate for these
cases is similar—best effort and RTP priority both
exhibit about a 73 percent packet drop rate. 

For priority queuing, the network assigns video
packets to the second-highest-priority queue and
voice packets to the highest-priority queue. When
call signaling failure occurs, no voice packets are
present, effectively promoting the video packets.
This prioritization causes a negligible average video
packet drop rate, but it presents a misleading sta-
tistic for a properly configured network, which
would handle voice signaling deterministically.

Custom queuing assigns the highest number of
byte-counts to the voice queue, which means the
network will dequeue the maximum number of
voice packets before serving the next class of traf-
fic—video. Because video packets received fewer
byte counts than voice, the results show a slightly
higher average video-packet drop rate than if there
was no voice traffic. Even so, it’s likely the drop
rate is significantly lower than it would have been
if voice signaling had been successful.

Successful voice transport
Table 3 shows the pMOS ratings and the aver-

age voice and video packet drop percentages for
the successful transport of voice signaling packets
using a slightly different set of QoS mechanisms.
These QoS mechanisms produced subjective rat-
ings consistent with those presented in Table 1 as
well as subjective ratings that differ slightly from
previous results.6 In spite of some numerical dif-
ferences between similar QoS mechanisms exam-
ined in the two sets of results, the relative ordering
of objective and subjective results remained gener-

ally consistent throughout our testing. 
With weighted fair queuing, which keeps packets

containing interactive data at the front of the queue
to be forwarded first, the network does not drop
voice packets, demonstrating that dropped packets
are not the only factor affecting perceived voice qual-
ity. The network drops video packets at a relatively
higher rate than voice packets, but in our experi-
ence, getting the video right is noticeably less impor-
tant, subjectively, than getting the voice right.

The situation is similar with variations of class-
based weighted fair queuing, except that CBWFQ
performs relatively better than weighted fair queu-
ing alone for both voice and video. Because it is a
class-based technique, CBWFQ uses weighted fair
queuing mechanisms within each class, and a test
administrator defines the weights and other speci-
fications for the classes. Thus, CBWFQ provides a
better approximation of explicit per-stream QoS
guarantees.

A notable difference is that the results for RTP
priority with WFQ are subjectively worse in Table
3 than in Table 1. The performance of the com-
bined RTP priority and WFQ approach is subjec-
tively worse in the presence of video because WFQ
cannot use the differentiated services packet mark-
ings. As a result, it eventually mixes real-time voice
and video traffic, dropping a large proportion of
voice packets.

The performance distinction between QoS tech-
nologies is also interesting in regard to objective
behavior in the presence of video traffic. The left
side of Figure 2 uses the data from Table 2 to show
the QoS mechanisms for which H.245 signaling
call control could not establish a logical channel,
resulting in voice call failure. Therefore, the sub-
jective information for this group of QoS tech-
nologies could not be collected. In contrast, the
right side of Figure 2 uses data from Table 3 to
show QoS technologies for which the H.245 sig-
naling call control established a channel that suc-
cessfully transported and transmitted the voice
signaling packets. In both cases, video packet trans-
mission statistics were available. 

Correlating these results with available subjec-
tive indicators provides additional insights into net-
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Table 3. Subjective and objective results for QoS technologies that exhibited voice call signaling success in the presence of video.

pMOS Voice packet drop Video packet drop
QoS mechanism 95 percent confidence rate (percent) rate (percent)

Class-based weighted fair queuing with expedited forwarding 4.0 ± 0.24 0.00 14.17  
Weighted fair queuing 3.5 ± 0.30 0.00 27.79  
Resource reservation protocol with real-time protocol priority  1.4 ± 0.43 13.66 50.49  
Class-based weighted fair queuing with low-latency queuing and expedited 
forwarding 3.8 ± 0.22 0.00 23.62  
Committed access rate with expedited forwarding 3.3 ± 0.28 1.20 28.65  
Real-time protocol priority with weighted fair queuing 2.0 ± 0.24 56.37 28.58  
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work performance. For example, comparing the
results of RSVP and RTP priority, it seems that a
combination of RTP priority and RSVP improves
the treatment of voice signaling packets without
significantly improving the subjective rating of
either method alone. This occurs regardless of the
presence of video, although the combination of
methods appears to reduce packet loss for the video
stream. A limitation of the RSVP implementation
resulted in higher than normal video packet loss in
our study. On the other hand, the presence of video
seems to have improved the classification capabil-
ities for differentiated CAR and CBWFQ with
LLQ. The objective results are consistent with the
pMOS rankings of these QoS mechanisms. 

O ur studies demonstrate the relative perfor-
mance of various QoS implementations
under specific but broadly applicable net-

work architectures and performance conditions.
Our results reinforce the observation that joint opti-
mization of network characteristics in the presence
of general application-level traffic presents an
extremely complex issue. 

Adequate QoS requires optimizing queuing
strategies, call-admission controls, congestion-
avoidance mechanisms, and traffic-shaping and
policing technologies. Given an IP network system’s
distributed nature, administrators often must per-
form these often highly interrelated optimizations
simultaneously. Different QoS technologies—each

addressing different aspects of end-to-end perfor-
mance and each implemented in particular ways by
equipment vendors—must be evaluated to achieve
adequate QoS for VoIP deployments. �
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